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Abstract: Taked diffusion layers of block cipher algorithms as the research object, lightweight diffusion layers were
constructed by two cipher structures based on the characteristics of diffusion layers of lightweight block cipher algo-
rithms, which were the construction of software-oriented diffusion layers based on Feistel structure and the construction
of hardware-oriented diffusion layers based on LFSR. Lightweight involution diffusion layers with branch numbers 7
over eight 4-bit and 8-bit S-boxes were constructed by 3-round Feistel structure and the round functions adopt linear
transformations with rotation and XORs. Some suboptimal diffusion layers over four 4 bit and 8 bit S-boxes and diffu-
sion layers with branch numbers 7 over eight 4 bit and 8 bit S boxes based on LFSR were constructed. In addition, 6, 7,
8 dimension MDBL matrices and many 16, 18, 32 dimension binary matrices with big dimension and branch numbers 7,
7, 12 based on LFSR were constructed. The experimental results have high practical significance in realm of the design
of block cipher algorithms.
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